How to Setup SmartMonitor Environment with Vigor2820?

You have three options listed as the following:
e  With port mirroring function on Vigor2820
e With an Ethernet switch which supports port mirroring

e  With a network hub or repeater hub

|. With port mirroring function on Vigor2820

A network switch can use the function of Port Mirroring to send a copy of packets from one port to
another port that network monitoring server installed. This is commonly used for network
applications that require monitoring network traffic, such as Smart Monitor.

The switch built in Vigor2820 also supports port mirroring function. However, the port on
Vigor2820 in mirroring status is limited to receive packets only. Since SmartMonitor authentication
and the remote management require the port to be able to send packets as well, the network
connection must be set as figure shown below:
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1. Prepare two NICs on the SmartMonitor server.
2. Connect NIC1 to LAN port 1 and NIC2 to LAN port 2.

3. Assign two different IP addresses to these two NIC’s respectively. They must be within the
same subnet. In this example, 192.168.1.10 is assigned to NIC1 and 192.168.1.11 is assigned to
NIC2.

4.  Open the web configurator of Vigor2820 and open LAN >> LAN Port Mirror page to
configure the router as shown below. In this example, P2 (LAN port 2) is configured as mirror



port. Thus all the other LAN ports (P1, P3 and P4) will send a copy of network packets to P2.
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5. Since NIC2 is connected to LAN port 2, it will receive the network packets from other LAN
ports. Select this NIC as the Interface in the system setting page of SmartMonitor.
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Please note that in port mirroring mode, P2 is unable to send any packet out. It can just receive
packets. In the following situations, SmartMonitor server must be able to send packets.

e SmartMonitor server sends authentication information to the router.
e For the remote management and monitor via http://(IP of smart monitor).

That’s why we configure the other NIC on the SmartMonitor server and connects it to the
router.

e NIC1is connected to a normal LAN port and it will send authentication packets to Vigor2820.
Furthermore, NIC1 is for remote access as well. If you want to access SmartMonitor server
from other computers in the same LAN, you must use the IP address of NIC1
(http://192.168.1.10). If you want SmartMonitor server to be accessed from Internet, you must
type the default gateway (192.168.1.1) for NICL1.



Il. With an Ethernet switch which supports port mirroring

You don’t want to install two NICs on the SmartMonitor server. And, you have an Ethernet switch
supporting port mirroring. Most of important, the mirror port is able to receive and send packets at
the same time. Then, you can connect the devices as shown below:

Port

B Lh
R%Tx

Smart Monitor \ ‘
%‘ LAUsers LAN Users

1. Connect one of Vigor2820°’s LAN ports to the switch.

2. Assign one of switch’s ports as Mirror Port to do port mirroring. Setup the other ports to send a
copy of network packets to this Mirror Port.

3. Connect the SmartMonitor server to the Mirror Port of the switch.

4. Connect all the other computers to the same switch directly or through other switch.

Note: With the above configuration, if you connect a computer to one of Vigor2820’s LAN ports
directly, the traffic will not be monitored by SmartMonitor Server.




lll. With a network hub or repeater hub

Any packet entering one port on a hub will be broadcasted out on all other ports. For inserting a
protocol analyzer into a network connection, a hub is an alternative to a port mirroring. To setup a

SmartMonitor environment with a hub, you must connect SmartMonitor server, Vigor router and all
internal network nodes to the same hub as figure shown below:
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1. Connect one of Vigor2820’s LAN ports to the hub.

2. Connect SmartMonitor server to the same hub.

3. Connect all the other computers to the same hub directly or through other switch.

Note: With the above setup, if you connect a computer to one of Vigor2820’s LAN ports directly,
the traffic will not be monitored by SmartMonitor Server.




