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FIFf# JanusLin

anth-by-mac-test-ok peapng [Wireshatk 1. 105 (S¥N Eev 54262 from ftronk-1_10)]

File Edit \iew Go Capture Analyze  Statistics  Telephony Todls  Internals Help
©® 4 B ERXZ Qe TLL/IEE QQaafl 8B % B
Filter: | (ip.addr eq 192.168.254 .12 and ip.addr eq 192.168 254 7y and (udp porteq 181 v| Expression... Clear Apply Bave
o, Time Source Destination Protocol Length Info -~
11 205.545335000192. 168, 254.12 1592.168.254.7 RADIUS 86 Access-Reject(3) (id=37, 1=44) B
12 220.49033100(192.168., 254.7 192,168, 254,12 RADIUS 203 Access-Request(l) (1d=38, T=161)
12 220.497325000192.168, 254.12 1592.168.254.7 RADIUS 121 access-Challenge(11) (id=38, 1=79]
14 220.591612000192.168, 254.7 192,168, 254,12 RADIUS 220 Access-Request(l) (1d=39, 1=178)
15 220, 5930820001592, 168, 254.12 192.%68.254.? RADILS HE ACCE_SS—RE‘]EC‘E(E) (id=3%, '|=44L
L4932 08000152, . . 192,168, 254,12 RADIUS 203 Access-Reguest(l) (1d=40, [=1&1)
17 235.4070450001592. 168, 254.12 1592.168.254.7 RADIUS 121 Access-Challenge(1l) (id=40, 1=Fo]
18 235, 5887E400(192.168., 254.7 192,168, 254,12 RADIUS 220 Access-Reguest(l) (id=41, 1=178)
L 500353000152, 192,168, 254.7 RADIUS 1] ACCESS—REjEC‘tEE) (id=41, T=44 B
. . . . 192.168.254.12 RADIUS 203 Access-Request(l) (1d=42, [=1&l)
22 268.490759000192, . . 192,168, 254.7 RADIUS 121 Access-Challenge(1l) (id=42, 1=Fo]
23 268, 589740000192, . . 192,168, 254,12 RADIUS 220 ACCESS Request(l) (id=43, 1=178)
= Frame 24: 92 hytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0
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16 235493206000 192.168.254.7 192.168.254.12 RADIUS 203 Access-Request{1) (id=40, 1-161) =13

Frame 16: 203 bytes on wire (1624 bits), 203 bytes captured (1624 bits) on interface 0
Ethernet II, Src: Draytek_fo:bS:dl (00:50:7f:f0:b5:dl), Dpst: CadmusCo_9d:79:fc (0B:00:27:9¢C
Internet Protocol version 4, src: 192.168.254.7 (192.168.254.7), Dst: 192.168.254.12 (192.1
User Datagram Protocol, Src Port: 1031 (1031), Dst Port: radius (1812)
Radius Protocol
Code: Access-Reguest (1)
Packet ddentifier: 0xZ8 (400
Length: 161
Authenticator: 604507420beeads3faelolzec3Tc2d0s
[The response to this reguest is in frame 17]
Attribute value Pairs
AVP: =6 t=Framed-MTUCL1Z2): 1344
AVP: 1=24 t=EAP-Message(79) Last Segment [1]
AVP: =6 t=NAS-POrt-Typef6ll: Ethernet{l5s)
AvP: 1=19% T=User-Mame(l): 00-18-f3-f7-45-dl
User-Mame: Q0-18-T3-F7-45-d1
AvP: 1= t=MAS-IP-Address(4): 192.168.2%4.7
AvP: 1= t=MAS-PoOrt(Sl: 8
AvP: 1=8 t=MAS-Port-Id{87): Port 8
AvP: 1=1% t=Calling-station-Id{31): 00-18-f3-f7-45-d1
AvP: 1=19 t=Called-station-Id(30): 00-50-Ff-f0-h5-dl
AvP: 1=10 T=Acct-session-Id{44): DI00O0OBC
aAvP: 1=18 t=Message-authenticator(80): 2fefad48f5e0308151088611%84hfdaz
Message-authenticator: 2fefad 8Fhe03081510858611%e84bfd92

O E & EE

=

ooad 0o E E 33 2d 66 37
0070 EENEEREENERES 0 5 — 1.
oOB0 08 57 OB 20 38 1f 13 WoPOrt 8., 00-18

T e T Bl e B =4 i T Bl | e T = . B B - | Py

Frame (203 bytes) | Reassembled EAP (22 bytes)

= eI B

Radius Protocol
Attribute Value Pairs
User-Name:fl. Switch Port ﬁ“’H '[EIUIJF}% MAC Address
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17 235497945000 192.168.254.12 192.168.254.7 RADIUS 121 Access-Challenge{11) (id=40, 1-79) M[=1E3

Frame 17: 121 bytes on wire (968 bits), 121 bytes captured (968 bits) on interface 0
Ethernet II, Src: CadmusCo_9d:79:fc (0B:00:27:9d:79:fc), Dst: Draytek fo:bi:dl ¢00:50:7F
Internet Protocol version 4, src: 192.168.254.12 (192.168.254.120, Dst: 192.168,254.7 (1t
User Datagram Protocol, Src Port: radius (1812), Dst Port: 1031 (1031)
Radius Protocol
Code: Access-Challenge (110
Packet ddentifier: 0xz8 (400
Length: 7%
Authenticator: 15CA5CF038370b36dA5916T1c5eh2882
[This s a response to a reguest in frame 16]
[Time from reguest: 0.004739000 seconds]
= Attribute value Pairs
= AvP: T=41 T=EAP-Message(79) Last Segment [1]
EAP fragment
= Extensible Authentication Protocol
Code: Reguest (1)
Id: 190
Length: 3%
B Type: MDi-Challenge EAFP (EAP-MDS-CHALLENGE) (4)
= [Expert Info (warngSecurity): wulnerable to MITM attacks. If possible, change I
[Message: wulnerable to MITM attacks. If possible, change EaP type.]
[severity lewvel: warn]

o

[Group: security] w
| >
aooo 01 he 00 27 10 15 da 9f 64 29 ee b3 78 3d 02 . R
0010 <7 8c 51 14 ald 30 30 2d 31 38 zd 69 33 2d a9 o0 00 -18-F3-F
0020 37 2d 34 35 2d 84 31 F-45-dl

Frame (121 bytes)| Reassembled EAP (39 bytes) |

192.168.254.12 Radius Server [ﬂ'ﬁ“\ﬁ 192.168.254.7 Fi 9|1V Type f£L MD5-Challenge
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18 235 588784000 192.168.254 7 192 168 254 12 RADIUS 220 Access-Request(l) (id=41, 1=178) [T][E][‘S_(]

Frame 18: 220 bytes on wire (1760 bits), 220 bytes captured (1760 bits) on interface 0
Ethernet II, sSrc: Draytek_foO:bh5:dl (00:50:7fF:f0:b5:dl), Dst: CadmusCo_%9d:79:fc (08:00:27
Internet Protocol version 4, src: 192.168.25%4.7 (192.168,254.7), Dst: 192.168.254.12 (19:;
User Datagram Protocol, Src Port: 1031 (10310, Dst Port: radius (1812)
Radius Protocol
Code: Access-Reguest (1)
Packet ddentifier: 0x29 (410
Length: 173
Authenticator: f8400e057215584181a71cl5a84 00657
[The response to this request is in frame 19]
= attribute value Pairs
F AVP: T=6 t=Framed-MTU{12): 1344
= AWP: T=41 tT=EAP-Message(79) Last Segment[1]
EAP fragment
= Extensible authentication Protocol
Code: Response (2
Id: 190
Length: 39
B Type: MDi-challenge EAP (EAP-MDS-CHALLEMGED) (4
= [Expert Info (warngsecurityl: wulnerable to MITM attacks. If possible, change I
[Message: vulnerable to MITM attacks. If possible, change EaP type.]
[severity Tevel: warn]
[Group: Security]
EAP-MDS value-Size: 16 —
EAP-MDS value: of0f24fccieslododdidza54792hd37ed
EAP-MDS Extra Data: 30302d31382d66332d66372d343520d6431
H AVP: 1=6 t=NAS-Port-Type(&l): Ethernet(l5)
B AvP: T=1% t=User-Mame(l): 00-18-F3-f7-45-d1
User-Mame: 00-18-T3-F7-45-d1

ODBEEEB®

B AVP: T=6 t=NAS-IP-Address(4): 192.168.25%4.7 hd
| >
0000 02 be 00 27 FE 10 of Of 24 fc <5 95 19 do 4d 83 . B T
0010 95 47 92 bd 37 24 30 30 2d 31 38 2d 66 33 2d &6 7,00 —18-f3 f
o0z0 37 2d 34 35 2d 84 31 ? 45 dl

Frame (220 bytes)| Reassembled EAP (39 bytes) |

Ok
IR f”J MD5-Challenge i & i 4
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19 235.500353000 192.168.254.12 192.168.254.7 RADIUS 86 Access-Reject(3) (id=41, 1-44) M[=]E3

Frame 19: 86 bytes on wire (688 hits), 86 bytes captured (688 bits) on interface 0
Ethernet II, Src: cCadmusCo_9d:7%9:fc (08:00:27:9d:79:fc), Dst: Draytek_foO:bhS:dl (00:50:7F:fC
Internet Protocol version 4, sSrc: 192.168.254.12 (192,168, 254,127, Dst: 192.168.2%4.7 (192.
User Datagram Protocal, src Port: radius (1812), Dst Port: 1031 (1031)
Radius Protocol

Code: Access-Reject (3]

Packet ddentifier: 0xZ29 (41

Length: 44

Authenticator: dbcbB85231e50057hd69263ef78483065

[This 45 a response to a request in frame 18]

O = EE

[Time from reguest: 0.001569000 seconds]
= Attribute value Pairs
= AvP: 1=6 tT=EAP-Message(79) Last Segment [1]
EARP fragment
= Extensible Authentication Protocol
Failure (41

Id: 190
Length: 4
= AvP: 1=18 t=Message-authenticator(80): 459d453a8%ha3a2155a268762hd4e0a73
Message-authenticator: 49d46a3a8%bha3a2155a268762hd4e0a73

|

0000 be 00 04 N ..

Frame (26 hytes}l| Reassembled EAP (4 bytes)

E@%"?ﬁ?{?& Reject *~

/| anth-by-mac-test-ok pecapng [Wireshark 1 105 (SE¥N Eev 54262 from frunk-1.10%]

File Edit \iew Go Capture Analyze  Statistics  Telephony Todls  Internals Help

COAMI EBRXR A0 TIEE QD FEB % B

Filter: | (ip.addr eq 192.1608.254.12 and ip.addr eq 192.168 254.7) and {udp port eq 181 v| Expression... Clear Save
o, Time Source Destination Protocol Length Info -~
11 205, 545333000152, 168, 254,12 152.168.254.7 RADIUS 86 Access-Reject(3) (id=37, 1=44) 0
12 220.49033100(152.168. 254.7 192.168.254.12 RADIUS 203 Access-Request(l) (1d=38, T=161)
13 220.49732500(152, 168, 254.12 152.168.254.7 RADIUS 121 access-Challenge(11) (id=38, 1=79]
14 220, 591612000152, 168, 254.7 192.168.254.12 RADIUS 220 Access-Request(l) (1d=39, 1=178)
15 220, 593092000152, 168, 254,12 152.168.254.7 RADIUS 86 Access-Reject(3) (id=35, 1=44)
16 235.49320800(152. 168, 254.7 192.168.254.12 RADIUS 203 Access-Request(l) (id=40, T=1&1)
17 235.497045000152, 168, 254.12 1592.168.254.7 RADIUS 121 Access-Challenge(1l) (id=40, 1=Fo]
18 235, 588784000152, 168, 254.7 192,168, 254.12 RADIUS 220 Access-Reguest(l) (id=41, 1=178)
19 235, 590353000152, 168, 254.12 1592.168.254.7 RADIUS 85 Access-Reject(3) (1d=41, T=44) 0
P e = T T T R e I = e T o4t EADTL 2Us Access—RequesT(l) (7d=4., I=1lol)
268.40075000(1592, 168, 254.12 .7 RADIUS 121 Access-Challenge(1l) (id=42, 1=Fo]

RADIUS
RADIUS

(id=43,

1a 1=178]

£

>

= Frame 24: 92 hytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0

e I

Er - e
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24 268.500553000 192.168.254.12 192.168.254 .7 RADIUS 92 Access-Accept(2) (id—43, 1-50) M=

Frame 24: 92 bytes on wire (736 bits), 92 bytes captured (7356 bits) on interface 0
Ethernet II, Src: CadmusCo_9d:79:fc (08:00:27:9d:79:fc), Dst: Draytek_fo:b5:dl C00:50:7f:fC
Internet Protocol version 4, src: 192.168.254.12 (192,168, 254,127, Dst: 192.168.25%4.7 (192.
User Datagram Protocal, src Port: radius (181213, Dst Port: 1031 (1031)
Radius Protocol

Code: Access-Accept (2]

Packet Jdentifier: oxzZh (43

Length: 50

Aauthenticator: 3ebzfoz8f29des72fafset45a0f28o94

[This s a response to a reguest in frame 23]

[Time from reguest: 0.000804000 seconds]
= Attribute value Pairs

F AVP: T=6 t=Session-Timeout(27): 9999959

= AvP: 1=6 tT=EAP-Message(79) Last Segment [1]

EAP fragment
= Extensible Authentication Protocol

O = EE

Code: success (3]

Id: 132
Length: 4
= AvP: 1=18 t=Message-Authenticator(80): 27fc26f50d0Bh552a7c563T70a54808h0
Message-Authenticator: 27fc26f50d08h552a7c563T70a54805h0

|~

0000 [FH 54 00 04 H..

Frame (92 bytes)| Reassembled EAP (4 bytes) |

Radius Server ’ﬁ“g%—_ﬂﬁ%#fﬂl}lﬁﬁ,zﬁp;f
[nlf&s Code:Success
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