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Fat Janus-SMTP-TEST pcap - Wireshark
Fil: Edit WView Go Capture Analyze Statistics Telephony Tools  Help

B ae BEN@&'”'@%@@?&IEIBIQQ@\I W Em % O
Filher:| | v Expresion.. Clear Apply
HNo. . Time Source Destination Protocal Info e
CARRV PRV L = S L= PR I g e i -4 AT LU0, O LY 1o DIIIL'.J e bIHIILIIIII:‘ LTI, Ao DI:L;|=U BLUE=
3 0.096970 192.168.8.10 59.125.9.159 TCP sightline » smtp [ACK] Seg=1 aAck=1l win
5 0.277200 59.125.59.159 152.168.8.10 SMTF S: 220 org ESMTP UBLink Mail System
6 0277477 152.168.8.10 50.125.9.159 SMTF C: EHLO JanusME
7 0.397878  59.125.9.159 152.168.8.10 TCP smtp > sightline [ACK] Seg=35 Ack=15 W
g 0.418012 50. 125 9. 159 152. 168 8 10 SMTF S: 250-ublink.org | 250-PIPELINING | 2
S (], < aLt {,10 i & SMTF i AUTH LOGIN
10 0.533904 39, 125 N 159 192, 168 8 10 SMTP S: 334 vxNlcmShhwue
11 0. 534113 152.168.8.10 59.125.9.159 SMTP C: amFudsm= 2
3 ¥
[Mext sequence number: 27 (relative sequence number)] ~
acknowledgement number: 199 (relative ack number)

Header Tength: 20 bytes
# Flags: 0x18 (PSH, ACKD)
window size: 65337
# Checksum: 0x035a [validation disabled]
# [SEQ/ACK analysis]
= simple mMail Transfer Protocal
<REqUesT: Truex
= Command: AUTH LOGINNFYNN
Command: AUTH
Reguest parameter: LOGIN

Q000 00 30 FF <3 1lb 24 00 16 d3 4 fo 53 08 00 45 00

s

Q020 09 9F 06 6d 00 19 8e la 98 43 d2 af 46 41 50 18
Q030 ff 39 03 5a 00 00 41 33 34 48 20 4cC 4F 47 49 4de
0040 0d Oa

AU C FAP.
Z. AU TH LOGIN

.P. $ .
0010 00 34 Ca do 40 00 80 08 e2 25 <0 a8 08 0a 3b 7d I ....,}
.5,

"4 Wireshark: Find Packet
Find
B (O Display filter () Hextwalue (&) String

Search In String Ophons Direction
() Packet list [] Case wnsitive O Up
() Packet detadls || Chavacter st (%) Down
(%) Packet bytes || [ASCII Unicode & Non-Tnicode w

2 [ o

TSNS
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AUTH LOGIN £l Base64 i Login 3
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i1 Janus-SMTP-TEST pcap - Wireshark
Fil: Edit WView Go Capture Analyze Statistics Telephony Tools  Help

c =y - == =
B e BEEAXZEE A¢saTL((EE QQQl 0B x%| E
Filter: | | v Expresion.. Clesr Apply
HNo. . Time Source Expand Subtrees Protocal Info N ~ b
CARRV PRV L = S L= PR I g e i -4 vy 1o DIIIL'.J e bIHIIL LI L~ NP o L PR O LN | DI:‘Lal—U MRS
3 0.006070 102.168.8.10 Expand AL T TCP sight1ine > smtp [ACK] Seq=1 ack=1 win
Collapse 811
5 0.277200 59.125.9.159 ionly as Filte y 0 SMTP S: 220 org ESMTP UBLink Mail System
6 0.277477 192.168.8.10 DLy % FLUED P9 SMTR C: EHLO JanusMe
7 0.397878 59.125.9.159 Frepare a Filter * Lo TCP smtp > sightline [ACK] Seq=35 Ack=13 W
8 0.418012 59.125.9.159 Coloxize with Filter [N] SMTP S: 250-ubTink.org | 250-PIPELINING | 2
9 0.418769 192.168.8. lO Follow TCP Stream a9 SMTP i AUTH LOGIN
E v
v
[Mext sequence number: 217 Export Zelected Facket Butes... ~

acknowledgement number: 27
Header Tength: 20 bytes

# Flags: 0x18 (PSH, ACKD)
window size: 5840

Checksum: Oxddb5 [validation © 93 Decode 4s..

# [SEQ/ACK analysis] @

= simple mail Transfer protocaol - Resalve 1 Bites (Hex Stream)

<REsponse: Trues emlve Hame Bites (Brinary Streanm)

@ e

Eivtes (Offset Hex Text)
Ehrtes (Offset Hexd)
Botes (Printable Teset Only)

Response code: 334
Response parameter: vxMlcmShbwus

Q000 00 16 d3 c4 fco 55 00 30 7T <3 1b 24 08 00 45 00
Q010 00 3a Od 28 40 00 3¥ 0§ 28 <8 3b ¥d 09 of <0 as
Q020 08 0a 00 1% 08 ad d2 af 456 41 8e 1la 96 4f 50 18
Q030 16 d0 dd bs

0040 EE 57

$#19 Copy HFE 1%
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B RE - st FEX
RO SBD H10 BEO HBO

Response: 334 UXHlcmShbWUosr\n

i f[&’?j’éﬁﬁﬂ username

UBLink.org
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Basefid & encode(I0E-#RHE) and decode(BRE-BREE)
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i1 Janus-SMTP-TEST pcap - Wireshark
Fil: Edit WView Go Capture Analyze Statistics Telephony Tools  Help

B ae BEN@&'”'@@@?&IEIBIQQ@I W Em % O
Filher:| | v Expresion.. Clear Apply
HNo. . Time Source Destination Protocal Info e
CARRV PRV L = S L= PR I g e i -4 AT LU0, O LY 1o DIIIL'.J e bIHIILIIIII:‘ LTI, Ao DI:L;|=U BLUE=
3 0.096970 192.168.8.10 59.125.9.159 TCP sightline » smtp [ACK] Seg=1 aAck=1l win
5 0.277200 59.125.59.159 152.168.8.10 SMTF S: 220 org ESMTP UBLink Mail System
6 0277477 152.168.8.10 50.125.9.159 SMTF C: EHLO JanusME
7 0.397878  59.125.9.159 152.168.8.10 TCP smtp > sightline [ACK] Seg=35 Ack=15 W
8 0.418012 55.125.9.159 152.168.8.10 SMTF S: 250-ubTlink.org | 250-PIPELINING | 2
9 0.41876% 192.168.8.10 39.125.9.159 SMTP C: AUTH LOGIM
10 0. 5333904 59 125 N 159 192 168 8. 10 SMTP S 334 \f><N1cm5hbw‘U6
. : ' = - v
i
[Mext sequence number: 37 (relative sequence number)] ~

acknowledgement number: 217 (relative ack number)
Header Tength: 20 bytes
# Flags: 0x18 (PSH, ACKD)
window size: 65319
# Checksum: 0xf856 [wvalidation disabled]
# [SEQ/ACK analysis]
=] S1mp1e Ma11 Transfer Protocol

Request parameter: =M=

Q000 00 30 FF <3 1lb 24 00 16 d3 4 fo 53 08 00 45 00 I T TN -
0010 00 32 Ca dl 40 00 80 08 e2 26 <0 a8 08 0a 3b 7d 2..8 -8 G

0020 09 oF 06 6d 00 19 8e la 96 4f d2 af 46 53 50 18 S M., .0..FSE.
0030 fFf 27 8 56 00 00 PECEECEENTEEE B v -

Response: 334 VXNIcm5hbWUG\r\n  #%{T} Username:

Command: ZXJpYw==\r\n i} eric
Response: 334 UGFzc3dvemQ6\r\n &1} Password:

Command: MTIzZNDU2\r\n i1} 123456
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