03 Zy {9~ #i™ | Wireshark ?[j?;gﬁﬁﬁﬁﬁ;ﬁiFIFJE|€J$Fﬁ§rFII—eTag SE]

SRS IS T S s 1p
(ERLSS PRI
I VTS Sp o MR b

AF’] =l

I Wireshark [l 7
INEY F'ﬁfﬁﬁiﬁ'}%ﬂﬁfﬁ%ﬁﬁfj
http:// www.fetc.net.tw

) HEZEW - Mozilla Firefox
BER BHE KRGO FRE TEE IO HE®

i Fooebook. | mmEs

g0

FIF/ % JanusLin

| & @ https:diess fete net twiCS/

B BERE

HWAE | ETCHRT | SkeTag@ERAARE | BAZE |

HEBRiE s o SR RIZE

<) Bt =5

<) THSE

<) BEHLERE EEMEEESERE
<) BEEEAER

Vi %[!Iﬁ‘bﬁ

www.ublink.org



FIFf# JanusLin

*aiEdi [Wireshark 1.10.5 (SYN Rev 54262 from ftronk-1.10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

coamd BEOXZ A¢esadTLEBEQacan #0% % B

Filter: | v | Expression...

Ho. Time Source Destination Protocol Length Info
1 0.000000000 192.168.254.236 192.168.254.10 TCR 60 ewctsp > mpshrsw [ACK] Seqg=l Ack=1 wWin=33574 Len=0
2 0.000051000 152.1e88.254.10 192.1a8.254.2368 TCP 1066 mpshrsy > ewctsp [PSH, ACK] Seq=l Ack=1 win=32758 L:
3 0.010858000 152.188.254.236 152.168.254.10 TCP 62 ewctsp > mpshrsw [PSH, ACK] Seq=1 Ack=1013 win=3256&;
4 0.011550000 152.168.254.10 152.168.254.238 TCP G0 mpshrsy » ewctsp [PSH, ACK] Seq=1013 Ack=9 win=3275!
5 0.201557000 152.168.254,236 152.168.254.10 TCP 60 ewctsp > mpshrsv [ACK] Seq=9% Ack=101% win=32556 Len:
6 0.202044000 192.168.254.10 192.168.254,236 TCP 1066 mpshrsyv » ewctsp [PSH, ACK] Seqg=1019 Ack=9 win=3275i
7 0.211149000 192.168.254.236 192.168.254.10 TCP 142 ewctsp > mpshrsy [PSH, ACK] Seq=9 Ack=2031 win=3358
8 0.402865000 192.168.2534.10 192.168.254.236 TCP 54 mpshrsy > ewctsp [ACK] Seq=2031 ack=97 win=327535 Let
9 0.408860000 192.168.254.236 192.168.254.10 TCP 62 ewctsp = mpshrsw [PSH, ACK] Seq=97 Ack=2031 win=335{
10 0.4059714000 152.168.254.10 192.168.254.236 TCP G0 mpshrsy » ewctsp [PSH, ACK] Seq=2031 ack=105 win=32.
11 0.421376000 Mingjong_00:40:cCEBroadcast ARP 60 who has 192.168.254.2547 Tell 192.168.254.247
12 0.592772000 192.168.254.10 61l.61.48.81 TLSWL 8l Encrypted alert

| 130.592920000 192.168.254.10 61.61.48.81 TCR 54 megaregsvrport > https [FIN, ACK] Seq=28 Ack=1 win=i.v

| >

Frame 523: 75 bytes on wire (600 bits), 75 bytes captured (800 bits) on interface ©

Ethernet II, Sr<: wistron_cd:fc:55 (00:16:d3:c4:Fc:55), Dst: CadmusCo_26:2f:cd (08:00:27:26:2F:cd)
Internet Protocol wersion 4, Src: 192.168.254.10 ¢1592.168.254.10), Dst: 192.168.254.253 (192.168.254.253)
User Datagram Protocol, Sro Port: 57285 (572860, Dst Port: domain (53)

Domain Mame System (guery)

Q000 08 00 27 26 2f cod 00 16 d3 c4 fo 35 08 00 45 00
0010 00 3d 39 cb 00 00 80 11 82 8b <0 aB fe 0a <0 aB
0020 fe fid df c6 00 35 00 29 Ze OFf dl 8a 01 00 00 01
0030 00 00 00 00 00 00 03 77 77 77 04 66 63 74 63 03
0040 6e 65 Y4 02 P4 FY 00 00 01 00 01

@) @ File: "CADOCUME~ 1\ ADMIMNL~1WLOCAL S, .. .. Profile: Default

eI TS T OF Ty
S 22 7 70471503 79 Domain e 1P
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FIF|f# JanusLin

*aiEdi [Wireshark 1.10.5 (SYN Rev 54262 from ftronk-1.10)]

Fle Edit Yiew Go Capture Analyze Telephaony  Tools  Internals  Help

A4 BE XS B smmay eaapn @#um% B

Comments Summary

Lii)
@®
=

Filter: = acld Lition ] Expression.

Ha. Time Souree Protocol Hierarchy ool Length Info
1 0.000000000 192.168.254 & conyersations p 60 ewctsp > mpshrsy [ACK] Seq=1 Ack=1 win=33574 Len=0
2 0.000051000 192,168,254 ) P 1066 mpshrsy > ewctsp [PSH, ACK] Seq=l Ack=1 win=32758 L:
3 0.010606000 102.168, 254 & Endpoits b 62 ewctsp > mpshrsv [PSH, ACK] Seqel Ack=1013 win=3256
4 0.011590000 192,168,254 Packet Lengths... B &0 mpshrsv » ewctsp [PSH, ACK] Seq=1013 Ack=0 win=3275!
5 0. 201907000 102,168, 254 le 10 Graph ] G0 ewctsp > mpshrsw [ACK] Segq=9 Ack=1019% wWin=32535 Len:
& 0.202044000 192,165,254 ] 1066 mpshrsy » ewctsp [PSH, ACK] Seq=1019% aAck=9 win=3275i
7 0.211149000 152.168,25  Sonversation List Yo 142 ewctsp > mpshrsy [PSH, ACK] Seq=9 Ack=2031 win=3358
8 0.402866000 192.168.25¢  Endpoint List b 54 mpshrsv » ewctsp [ACK] Seq=2031 Ack=597 win=32755 Ler
9 0.408860000 192.165.254 Service Response Time [ 62 ewctsp = mpshrsw [PSH, ACK] Seq=97 Ack=2031 win=335{
10 0.409714000 192,168,254 ] G0 mpshrsy » ewctsp [PSH, ACK] Seq=2031 ack=105 win=32.
11 0.421376000 Mingjong_of  “MCP 2 60 who has 192.168.254.2547 Tell 192.168.254.247
12 0.592772000 192.168.25¢  BAChet Yol &1 Encrypted alert
15 00592020000 192 168.25¢  BOOTP-DHCP.. 2 54 megaregsvrport » https [FIN, ACK] Seg=28 Ack=1l win=!«

Collectd... | s

Frame 523: 75 hytes on wire ( COMmpare... d (800 bits) on interface O

Ethernet II, Src: wistron_csbd Aow Graph.. Dst: CadmusCo_26:2F:cd (08:00:27:26:2F:cd)

Internet Protocol version 4, HART-IP 5.254.100, Dst: 192.168.254.253 (192.168.254.253)

User Datagram Protocol, Sro f HTTP bt odomain (530

Doma’in Mama System (ouery) ONC-RPC Programs

Sametime 4

UDP Multicast Streams

WLAN Traffic
0000 08 00 27 26 2 cd 00 16 IP Destinati .'&7... ...U..E.
0010 00 3d 30 ch 00 00 80 11 estinations Lol
0020 fe fd df c6& 00 35 00 29 IP Addresses I T
0030 00 00 00 00 00 QU 03 77 IP Protocol Types Le.... woww. Tetc.
0040 Ge 6% 74 02 74 F7 00 00 uxrouux et tw. . ...
O 7| File: "C:\DOCUME~1\ADMINI~1WLOCALS ~... |... | Profile: Default

<1 Statistics

Show address resolution

Address Resolotion Z E' b__q

# Hosts information in wireshark

#

# Host data gathered from C:\DOCUME-1MNADMINI-ANLOCALS-1NTemphwireshark_pcapng_3ASD23BE-
EASA-4H0F-8E/3-E15D52E4CF05_ 201401161 50941_a07236

www'. TETC. net. tw

74.125.23.100 www-goog le—analytics.

1.google. com
74.125.25.101 www-google-analytics. 1. google. com
74.125.23.102 www—google-analytics. 1. google. com
74.125.253.113 www-google-analytics. 1. google. com
74,.125.25.138 www-google-analytics. T.google. com
74.125.23.135 www—google-analytics. 1. google. com

0K ] [ Caneel
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FIF|f# JanusLin

ZY (M www.fetc.net.tw FLiHI1Z] 61.61.48.35
HELRE] Capture Ff &0 7% L= $1C
Bl |25 8 Filter SENREATE F9p 1P

*aiEdi [Wireshark 1.10.5 (SYN Rev 54262 from ftronk-1.10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

0@ Al ¢ BRNAXL AT L BE QQQRB ( #EMW% B
Filter: “ | Expression...
pen the "Display Filter" dislog, to editfapply filterspstination Frotosal Length Info
170, K K . 52.158.254.10 TCR 60 ewctsp > mpshrsw [ACK] Seqg=l Ack=1 wWin=33574 Len=0
2 0.000051000 152.1e88.254.10 192.1a8.254.2368 TCP 1066 mpshrsy > ewctsp [PSH, ACK] Seq=l Ack=1 win=32758 L:
3 0.010858000 152.188.254.236 152.168.254.10 TCP 62 ewctsp > mpshrsw [PSH, ACK] Seq=1 Ack=1013 win=3256&;
4 0.011550000 152.168.254.10 152.168.254.238 TCP G0 mpshrsy » ewctsp [PSH, ACK] Seq=1013 Ack=9 win=3275!
5 0.201557000 152.168.254,236 152.168.254.10 TCP 60 ewctsp > mpshrsv [ACK] Seq=9% Ack=101% win=32556 Len:
6 0.202044000 192.168.254.10 192.168.254,236 TCP 1066 mpshrsyv » ewctsp [PSH, ACK] Seqg=1019 Ack=9 win=3275i
7 0.211149000 192.168.254.236 192.168.254.10 TCP 142 ewctsp > mpshrsy [PSH, ACK] Seq=9 Ack=2031 win=3358
8 0.402865000 192.168.2534.10 192.168.254.236 TCP 54 mpshrsy > ewctsp [ACK] Seq=2031 ack=97 win=327535 Let
9 0.408860000 192.168.254.236 192.168.254.10 TCP 62 ewctsp = mpshrsw [PSH, ACK] Seq=97 Ack=2031 win=335{
10 0.4059714000 152.168.254.10 192.168.254.236 TCP G0 mpshrsy » ewctsp [PSH, ACK] Seq=2031 ack=105 win=32.
11 0.421376000 Mingjong_00:40:cCEBroadcast ARP 60 who has 192.168.254.2547 Tell 192.168.254.247
12 0.592772000 192.168.254.10 61l.61.48.81 TLSWL 8l Encrypted alert
13 0.592520000 192.168.254.10 61.61.48.81 TCF 54 megaregsvrport > https [FIW, ACK] Seg=28 aAck=1l win=i«

| ¥

Frame 523: 75 bytes on wire (600 bits), 75 bytes captured (800 bits) on interface ©

Ethernet II, Sr<: wistron_cd:fc:55 (00:16:d3:c4:Fc:55), Dst: CadmusCo_26:2f:cd (08:00:27:26:2F:cd)
Internet Protocol wersion 4, Src: 192.168.254.10 ¢1592.168.254.10), Dst: 192.168.254.253 (192.168.254.253)
User Datagram Protocol, Sro Port: 57285 (572860, Dst Port: domain (53)

Domain Mame System (guery)

Q000 08 00 27 26 2f cod 00 16 d3 c4 fo 35 08 00 45 00 - T N TN -
0010 00 3d 39 cb 00 00 80 11 82 8b <0 aB fe 0a <0 aB =0
0020 fe fid df c6 00 35 00 29 2Ze OFf dl 83 01 00 00 01 ..... I R
0030 00 00 00 00 00 00 03 77 77 77 04 66 65 74 63 03 ....... woww. Tetc,
0040 6e 65 Y4 02 P4 FY 00 00 01 00 01 net.tw.. ...

@) @' File: "CADOCUME~ 1\ ADMIMNL~1WLOCAL S, .. .. Profile: Default

Bl ] 71 Filetr iﬁi%{i#} Sample
Ip address ....

www.ublink.org


http://www.fetc.net.tw是連到61.61.48.35/

FIFf# JanusLin

*aiEdi [Wireshark 1.10.5 (SYN Rev 54262 from ftronk-1.10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

COAmMI BEXT Aes»dTLIEBE QAR BB R E
Filter: | ip.addr — 51 61 4335 3 | Bresim. Ok Apply S
Ho. Time Source Destination Protocol Length Info

£

O (B | Fie: "C:ADOCUME~ 1\ ADMINI~ 13 OCALS~. . |.. | Profile: Default
s 2 [

ip.addr ==61.61.48.35

FJ%ﬁApply iz
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FIF|f# JanusLin

*aiEdi [Wireshark 1.10.5 (SYN Rev 54262 from ftronk-1.10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

coAmMd BEXE A¢esaT L EE Qe #EMx B

Filter: |ip.addr=61.61.48.35 v|Expre&si0n... Save
Ha. i Source Protocol

E i B =

560 11.5908470000 6l.61.48.35 192.168.254.10 TCP 66 http » emprise-T11s [S¥W, ACK] Seq= wWin=4356 L

561 11.508515000 152,168, 254,10 61.81.48.355 TCP 54 emprise-11s » http [ACK] Seq=l Ack=1 win=1048575 Let

562 11. 508888000 152,168, 254,10 61.81.48.55 HTTF 819 GET / HTTR/L.1

263 11.922423000 61.01.48,35 152,168, 254,10 TCP G0 bttp » emprise-11s [ACK] Seg=1 Ack=755 win=5121 Len:

a4 11.924302000 61.61.48,35 152.168.254.10 HTTP 476 HTTP/L.1 301 moved permanently  (text/html)

565 11.%25251000 152,168, 254.10 &61.681.458.35 HTTP 893 GET portals HTTRAL.1

566 11.5938263000 61.61.48,35 192,168, 254,10 TCP 60 http » emprise-11s [ACk] Seq=423 Ack=1605 win=5960 |

569 11.939955000 61.61.48.35 192.168.254.10 TCP 163 [TcP segment of a reassembled PouU]

570 11.942397000 61.61.48.35 192.168.254.10 TCP 1506 [TCP segment of a reassembled poul

571 11.542432000 1592.168.254.10 61.61.48.35 TCP 54 emprise-11s » http [ACK] Seq=1605 Ack=1984 win=1048!

572 11.942460000 61.61.48.35 192.168.254.10 TCP 522 [TCP segment of a reassembled PDU]

573 11.943092000 61.61.48.35 192.168.254.10 TCP 1506 [TCP segment of a reassembled POU] v
>

Frame 55%9: &6 bytes on wire (528 bits), &8 bytes captured (528 bits) on interface ©

Ethernet II, Src: wistron_cd:fcorss (00:16:d3:c4:for85), Dst: IpacTech_00:31:60 (00:02:f5:00:31:60)
Internet Protocol wersion 4, sSrc: 192.168.254.10 (192.168.254.10), Dst: 6l.61.48.35 (61.561.48.35)
+ Transmission Control Protocol, Src Port: emprise-11s (35857, Dst Port: http (800, Seg: O, Len: O

0000 00 Qe £3 00 31 60 00 16 d3 o4 fc 35 08 00 45 00 T
0010 00 34 39 el 40 00 80 06 94 of <0 a8 fe 0a 3d 3d 40,4, ..
Q020 30 23 0e 01 00 50 7% Sh 66 0d 00 00 00 00 B0 02 0. .. Py,

o030 ff f£f 535 06 00 00 02 04 05 b4 01 03 03 05 01 01 [ N P
0040 04 02
@) @' File: "CADOCUME~ 1\ ADMIMNL~1WOCALS~,.. ...  Profie: Default

2 IFIHER R 25 IF'EJ§=E FY TR ﬂ@?efﬁifﬁi&;ﬁ{m?ﬁﬂ
(kL Sy EH*‘I NISESI ?—\T
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FIF|f# JanusLin

etag-sample pcapng [Wireshark 1105 (E¥N Revy 54262 from ftronk-1_10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

coAMs BEXE AesdTLIEE QQARN GEB%| B
Filter: |ip.addr=61.61.48.35 v|Expre&si0n... Clear S
S0

& Dlestination Protocol
— -

.O08476000 61.61.48.35 152.1  Mark Packet (toggle) [5¥N, ACK] Sedqs= Win=4356 |
561 11.908515000 192.168.254.10 &1.61  Ignore Packet (togole) 54 emprise-11s > http [ACK] Seg=1 Ack=1 Win=1048576 Ler
562 11.5085688000 102.168.254.10 61.61 (O Set Time Reference (toggle) 219 GET / HTTR/1.1
563 11.922423000 §1.61.48, 35 1%2.1 @ Time shift... G0 bttp » emprise-11s [ACK] Seg=1 Ack=755 win=5121 Len:
64 11.924302000 61.61.48.35 1%2.1 ~ 4176 HTTP/1.1 301 mowed Permanently (text html)
565 11.025251000 152.168.254.10 &1.41 & Packet Comment.., 893 GET Sportals HTTRAL.1
566 11.%38263000 &1.61.48,35 192.1 60 http > emprise-11s [AcCK] Seq=423 Ack=1605 win=5360 |

Marualy Resolve Address

569 11.939955000 61.61.48.35 192.1 La3 [TCP segment of a reassembled poul
570 11.942397000 61.61.48.35 192.1 2Apply as Filter v 506 [TCP segment of a reassembled PouU]
571 11.942432000 192.168.254.10 61.61  prapars a Filter » | 54 emprise-11s > http [ACK] Seq=16035 Ack=1984 win=1048!
572 11.942460000 61.61.48.35 192.1 Carwersation Filter v 522 [TCP segment of a reassemhled PDU]
573 11.943092000 61.61.48.35 192.1 ) ) 506 [TCP segment of a reassembled PDU] v
Colorize Conversation L4 . =
Frame 55%9: &8 bytes on wire (528 bits], Follow TEP Stream on interface 0
Ethernet II, Sr<: wistron_cd:fc:55 (00: A_00:31:60 (00:0e:f5:00:31:60)
Internet Protocol wersion 4, sSrc: 192.1 st: GL.G6L.48.35 (61.61.48.35)
+ Transmission Control Protocol, Src Port tr http (80D, Seq: 0, Len: ©
Copy 4
Protocol Preferences *
%3 Decode &s...
£ Print...

0000 00 Oe T5 00 31 60 00 16 d3 o4 fc 5  Show Packet in New Window
0010 00 34 30 el 40 00 80 06 94 cf cO af fe Oa 3d 3d  .40.4...
0020 30 23 0e L 00 50 70 Sh 66 Od 00 Q0 OO0 Q0 80 02  O#...Py. T

0030 ff £f 55 06 00 00 02 04 05 b4 01 03 03 05 01 01 R
o040 04 02 ..
O @’ File: "Dy Termphwireshark\ETC\etag-sampl... |... Profile: DefaLlt

T [ BB
PSR
Follow TCP Stream

S

]
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Follow TCF Stream |Z| |E| E'

Streamn Content

GET / HTTP/1.1

Accept: dmagesqif, image/ipeq, imagespipeq, imagepipeq, application/x-shockwave-
flash, application/x-ms-application, application/x-ms-xbap, applicationsvnd.ms-
xp=document, applicationxaml+xml, applicationswnd.ms-excel, applicationsvnd.ms-
powerpoint, applicationsmsword, /¥

AcCcept-Language: zh-tw

User-agent: Mozillasd.0 (compatible; MSIE 8.0; windows WT 5.1; Trident/4.0; .MWET CLR
2.0.50727; JMET CLR 3.0.45086,2152; .MET CLR 3.5.30725;

InforPath.3; .MWET4.0C; .MET4.0E; .MET CLR 1.1.4322)

Accept-Encoding: gzip, deflate

Host: www. Fetc net. tw

Connection: kKeep-alive

Cookie: __utma=l2862%147. 2120581557, 1385254079, 1385%258038.1385311130. 3;

_ Utmz=1286259147, 13852540759, 1. 1. utmcsr=google| utmccn=_organic) | utmemd=organic| utmctr=
Cnotx20provided)

HTTP/1.1 301 Mowed Permanent iy

Content-Length: 153

CDntent—Tyﬁe: text,/html

Location: http: Awww. fetc.net. tw/portals

w—Powered-By: ASP.MNET

Cate: Thu, 16 Jan 2014 OF:09:47 GMT

Sset-Cookie: TSR97ba3z=5f17300683a0c08585d1%d eds3eabeciSe30hcsabcthbh3zcs2d?&85aa; Path=4

<head=<title=Document Moved<titles< /head:

<hodyz<hl=0bject Moved< hl:=This document may be found <a HREF="http:/Awww.Tetc.net. tws
portal/"'>here</ a>< /body>GET Aportals HTTR/ 1.1

Accenpt: dmagesqif, imagesjpeq, imagespipeq, imagespipeq, application/x-shockwave-
flash, applicationsx-ms-application, application/x-ms-xhap, applicationsvnd.ms-

xpsdocument, applicationsxaml+xml, applicationsvnd.ms-excel, applicationsvnd.ms- v

| >
|En1:i:re conversation (7554 bores) “ |
| Fid || Seveds |[ Pt |O AscH O EBCDIC © Hex Dump O C Arrays @ Raw

Filtex Ot This Stream ] [ Close |

LR B AR
L e e
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