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Filter: = Sise + | Expression...

1 L L=t 60 who has 54,787 ji 4, =
2 0.055977100 3.254.10 TP 142 ewctsp > s'I'lnkysear‘ch [PEH, #ck] Seq =1 Ack =1 win=32:
3 0.2233490( - | 3.254.236 TCP 54 slinkysearch > ewctsp [ACKk] Segq=l Ack=8% win=32757 |
4 0.37956900 @ Capture Filters., 3.255.250 SS0P 179 M-SEARCH % HTTP/L1.1
5 1.00098301 @ FRefresh Interfaces ast ARP 60 who has 192.168.254.767 Tell 192.168.254.1
6 1.09187300 e — L ARP 60 who has 192.168.254.2547 Tell 192.168.254.247
7 1.111851000 192.168.254.236 192.168.254.10 TCR 142 ewctsp > slinkysearch [PSH, ACK] Seq=8% Ack=l win=3:
B 1.229168000 1%92.168.254.10 192.168.254.236 TCF 54 s1linkysearch » ewctsp [ACK] Seg=1l Ack=177 win=32754
O 2.1563797000 102.168.254.236 192.168.254.10 TCR 142 ewctsp > slinkysearch [PSH, ACK] Seq=177 Ack=l win=:
10 2.335587000 152.168.254.10 192.168.254.236 TCP 54 s1linkysearch » ewctsp [ACK] Seg=1l Ack=265 win=32751
11 2.570237000 1592.168.254.10 59.125.40.86 uoP 150 Source port: ctt-broker Destination port: 21304
12 2.861985000 152.168.254.10 157.55.130.148 uoP 75 Source part: ctt-broker Destination port: 40032
13 2.662062000 152.168.254.10 65.55.223.23 uoP 75 Source port: ctt-broker CDestination port: 40030 w
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Wireshark: Capture Options

FIF|f# JanusLin

Capture
Caphare Interface Link-laver header Prom. Mode Snaplen [B] Buffer [MiE] Captare Filter
[[] Adapter for generic dialup and == Ethermet enahled defanlt 2
[0 &Ry Ethermnet enabled default 2
[ k2 Ethernet enabled defanlt 2
|33
R Ethemet enabled  defanlt 2
[0 YirtwalBox Host-Only Network  pipepyey ensbled  defoult 2
[[] DrayTek Yirtual Interface Ethermet enabled defanlt 2 —
|

[] Ceptore on all interfaces

Use promiseuons mode on all inferfaces

[Captl.u‘e Fﬂter:] | |

v | [Compile selected EPFs|

Capture Files

Display Options

File: |

| [Browss...| Update list of packets in real time

[] Use multiple files Use peap-ng format

1)

Stop Capture Automatically After. ..

O
0 | | |
0 | | |

Automatically somoll dweing live caphie
Hide captore info dislog

Marne Resolution

Eemlve MAC addreses
[] Resolve network-layer names
Remlve transport-layer name

e external network name resolver

| st H Close

L ) Eff
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Wirezhark: Capiure Filter - Frofile: Defanlt T E| [5_(|

Edit Capture Filter

Ethemmet add res 00:08:15:00:08:15
Ethernet type 0x0806 (ARF)

Mo Broadcast and no Multicast
New || | Mo ARP

TDF onkyr

TCP or UDF poct 20 (HTTP)

HTTP TCF port (30)

Mo ARF and no DIV
MNon-HT TP and non-SMM TP toffrom waew seireshark org

Properties
Filter narne: |IP address 192.168.0.1

I
Filter string: | host 192.168.0.1 | |
]
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Wireshark: Capture Options

FIF|f# JanusLin

Capture
Caphare Interface Link-laver header Prom. Mode Snaplen [B] Buffer [MiE] Captare Filter
[[] Adapter for generic dialup and == Ethermet enahled defanlt 2
[0 &Ry Ethermnet enabled default 2
[0 Mg 2 Ethemet ensbled  default 2
[ 13- %
199 168354 10 Ethermnet enabled default 2 host 192.168.0.1
[0 YirtwalBox Host-Only Network  pipepyey enabled  default 2
[[] DrayTek Yirtual Interface Ethermet enabled defanlt 2 —
|
[] Ceptore on all interfaces
Use promiseuons mode on all inferfaces
(Captue Filter: | | host 192.168.0.1] v | [Compile selected EPFs|
Capture Files Display Options
N
File: | N | [Brows...| Update list of packets in real time

[] Use multiple files

Use pca%t

Stop Capture Automatically After. ..

O
0 | | |
0 | | |

Automatically somoll dweing live caphie
Hide captore info dislog

Marne Resolution

Eemlve MAC addreses
[] Resolve network-layer names
Remlve transport-layer name

e external network name resolver

| st | Close
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etag pcapng [Wireshark 1 105 (SYN Eev 54262 from frunk-1.10%]

Fle Edit Wiew Go Capture Analyee Statistics Telephony Tools  Intermals  Help
ERXR Aa¢saTL[EE QAN BB % B

w | Expression...

Ho. (Open the "Display Filter" dialog, to editfapply filtersftination Protocol Length Info
1. FayLek_39:/0; roadcast ARP 60 who has 192.168.254.767 7Tell 192.168.254.1 =
2 0.059771000 192.168.254.236 192.168.254.10 TCP 142 ewctsp = slinkysearch [PSH, aAcCk] sSeg=1l Ack=1 win=32:
3 0.223349000 192,168.254.10 192.168.254.236 TCP 54 s1inkysearch > ewctsp [ACK] Seg=l Ack=89 win=32757 |
4 0.379569000 152.168.254.241 239.255.255.250 SSDP 179 M-SEARCH % HTTP/1.1
5 1.000983000 Draytek_39:7h:03 Broadcast ARP 60 who has 192.168.254.767 Tell 192.168.254.1
6 1.091873000 ™Mingjong_00:40:cEroadcast ARP 60 who has 192.168.254.2547 Tell 192.168.254.247
71.111851000 192.168.254.236 192.168.254.10 TCP 142 ewctsp > slinkysearch [PSH, ACK] Seq=8% ack=l win=3:
B8 1.229168000 1%92.168.254.10 192.168.254.236 TCF 54 slinkysearch » ewctsp [ACK] Seg=l Ack=177 win=32754
9 2.163797000 192.168.254.236 192.168.254.10 TCR 142 ewctsp > slinkysearch [PSH, ACK] Seq=177 Ack=l win=:
10 2.335587000 192.168.254.10 192.168.254.236 TCR 54 s1linkysearch » ewctsp [ACK] Seg=1l Ack=265 win=32751
11 2.570237000 192.168.254.10 59.125.60.86 UDP 150 Source port: ctt-broker Destination port: 21304
12 2.661985000 192.168.254.10 157.55.130.148 UDP 75 Source port: ctt-broker Destination port: 40032
13 2.662062000 1592.168.254.10 H5.55.223.23 UDP 75 Source port: ctt-broker Destination port: 40030 v
I >
P
4 Filter

Wireshark: Dizplay Filter - Frofile: Defanlt |z| |E| E'

Edit Display Filter

Ethemmet add res 00:08:15:00:08:15
Ethernet type 0x0806 (ARF)
Ethermnet broadcast

New || | Mo ARP

a2 168.0.1
IP address dsn't 192.168.0.1, don't nse 1= for thisl
[P only
TCP oy

< TDF port isn't 53 (not DR, don't vse 1= for this!

TCF or UDF port iz 80 (HTTE)

o v
Froperties
Filter name: | IP address 192.168.0.1 |
Filter string: | ip.addr = 192.168.0.1 || Expression.. |

| T

Bt Sample
Z5 (M52 1P address 192.168.0.1
ok I
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etag pcapng [Wireshark 1. 1005 (S¥YN Eey 54262 from ftromk-1_10)]

Fle Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Internals  Help

CcoaAmMd BEXE QA+9aTFT L/ EEacal #EMx B
I Filter: |ip.addr=192.168.0.1 v|IExpre&si0n... Clear Lpply Save
Ho. Time 0Ce Destination Protocol

£

(@) M| File: "Dy Termphwireshark\ETC\etag.pcap... | | Profile: DefaLlt
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